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The Surveillance Leaders’ Network (SLN) is a 
private, invitation-only series of meetings - for senior 
decision-makers to discuss the most pressing 
market abuse surveillance challenges. Members of 
the SLN met in New York in June to discuss the most 
pressing issues in the prevention of market abuse.
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The role of model risk management (MRM) in surveillance 

functions has evolved significantly over the last five years. 

Where previously there was inconsistency, with some firms 

excluding lexicons or rules-based systems from formal 

oversight, the industry has been pushed towards applying 

broader MRM principles across surveillance tools. 

Institutions such as the Federal Reserve, the Office of the 

Comptroller of the Currency (OCC), the Bank of England, and the 

Financial Conduct Authority (FCA) in its Market Watch 79, have 

been central in driving this change. Surprisingly, however, there 

have been no enforcement actions specifically tied to poor 

model governance in surveillance, although some participants 

speculated that capital requirements could eventually be 

influenced by these practices.

The change has only been possible because of education. 

MRM professionals are typically quant experts in market, credit, 

and liquidity risk models – areas where data completeness, 

reproducibility, and statistical rigour are critical. By contrast, 

surveillance relies on risk-based monitoring, partial datasets, 

and evolving technologies such as artificial intelligence, or AI. 

As one participant put it, “Those qualified to validate credit or 

market risk models are not necessarily qualified to do the same 

with lexicons or AI-driven trade surveillance.” Bridging this skills 

gap has been essential.

The EU AI Act has also provided a helpful framework for 

assessing the risk of surveillance models. Firms are beginning 

to use this structure to monitor employee communications in 

the workplace, offering a potential blueprint for proportionality 

and risk-tiered governance.
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The Value and Challenge of MRM 
Engagement

Participants agreed that subjecting surveillance 
models to MRM oversight can provide clear 
benefits, from reassuring regulators and auditors to 
justifying budgets. 

However, the relationship between MRM and 
surveillance is not always straightforward. Often, 
internal audit and compliance teams serve as 
additional drivers, with internal audit sometimes 
second-guessing surveillance efficacy in ways 
that can be intrusive. More significantly, validation 
cycles can be time-consuming, sometimes delaying 
important programme updates. As one attendee 
stressed, governance must not become an obstacle 
to effectiveness.

Building empathy and collaboration on both sides 
has proved critical. Surveillance teams have had 
to invest in educating MRM colleagues on the 
distinct logic of lexicon-based monitoring and trade 
surveillance workflows. Early engagement and 
dialogue were cited as key success factors: One 
participant said that their proof of concept involved 
model validation before testing began, to anticipate 
internal challenges.

Skills Gaps and Bridging Strategies

Analysts need to understand outputs and logic, but 
it is model owners and technical specialists who 
must have deeper fluency to explain models to 
regulators. This has prompted many firms to create 
so-called translation layer teams – hybrid groups 
blending compliance expertise with data science or 
modelling knowledge.

One contributor described how their compliance 
division had built an AI-specialist group to act as an 

interface with both vendors and MRM, ensuring that 
technical details and business context were equally 
understood. These teams have proved invaluable in 
helping banks to speak the same language as model 
risk functions.

Proportionality and Innovation

Participants agreed that proportionality is vital. 
Applying the same level of scrutiny to a simple 
lexicon as to a complex AI surveillance system 
creates unnecessary bureaucracy. 

Some firms are experimenting with modular 
validation approaches, using model factories where 
validated components can be reused across models 
without requiring full revalidation. This streamlines 
governance while maintaining oversight integrity.

Build versus Buy: The Governance 
Dimension

Governance demands have also influenced the 
perennial build versus buy debate. Building in-house 
can give firms IP ownership, but the cost, ongoing 
investment, and staff turnover risks often negate 
or reduce those advantages. Several participants 
observed a roll-back from in-house builds as the 
difficulty of maintaining documentation and expertise 
became apparent. Vendors, meanwhile, offer the 
benefit of broader market feedback, packaged 
validation support, and continued investment.

The rise of AI has further complicated the issue. 
Validating AI-based surveillance is far more 
complex than historic testing approaches, where 
datasets could be replicated to check output 
consistency. Banks now face a moving beast of 
model validation challenges, struggling to keep 
pace with evolving AI technologies.

https://www.1lod.com
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This information was taken 
from the Surveillance Leaders' 
Network meeting in New York on 
4 June 2025.

Validating AI Models: Emerging Approaches

Firms are beginning to experiment with new 
methodologies for AI model validation, including:

	> Recall and precision metrics – 

measuring both the capture of true positives 
and the accuracy of predictions.

	> Error-rate assessments 

particularly relevant for transcription and 
natural language models.

	> Benchmark testing 

comparing model output against both  
lexicon- and AI-based baselines.

	> Baseline datasets with “smoking guns”  

designed to test detection sensitivity.

	> Bias and fairness testing 

checking whether outputs remain consistent 
across different personas.

	> Sensitivity testing  

assessing the impact of small input changes 
such as typos, punctuation.

	> Stress testing with concealment attempts

deliberately challenging the system with 
evasive behaviours.

These approaches represent a shift from rigid 
statistical frameworks toward more dynamic, 
risk-sensitive testing, although participants 
acknowledged that best practices are  
estill emerging.

A More Facilitative Model Risk Function

The debate reinforced that MRM has become 
more governance-focused and facilitative, 
rather than obstructive. Regulators continue to 
push for broader definitions of what constitutes 
a model, capturing almost every surveillance 
application within scope. But firms emphasised 
that rules-based surveillance should not 
automatically be treated as a model in the 
same way as complex AI systems.

The ongoing challenge will be balancing 
rigour with practicality. As surveillance 
functions mature under expanded governance 
frameworks, the priority must be ensuring that 
oversight strengthens outcomes without slowing 
the agility and innovation needed to address 
evolving market abuse and conduct risks.
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