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Surveillance model classification 
has become a strategic governance 
decision with direct operational 
consequences

Artificial Intelligence (AI) adoption 
in surveillance is accelerating, but 
governance, explainability, and testing 
requirements are creating significant 
operational friction

Communications surveillance is 
evolving from channel-specific 
monitoring toward multi-channel 
contextual intelligence

Data completeness, quality, and 
the governance of AI-generated 
outputs remain foundational risks that 
technology alone cannot solve

Human expertise remains 
indispensable in ensuring AI-driven 
surveillance produces meaningful and 
defensible outcomes
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The Expanding 
Role of 
Model Risk in 
Surveillance

The relationship between surveillance functions 
and Model Risk Management (MRM) has matured 
considerably in recent years, though the arrival of 
AI is beginning to test frameworks that had settled 
into a comfortable rhythm. For many participants 
at the Leaders’ Network, the engagement model 
had reached a point of genuine stability, teams 
understood the rules of the road, had learned to 
forecast material changes well in advance, and 
had developed productive working relationships 
with their MRM counterparts. As one participant 
put it, the dynamic had shifted from adversarial 
to collaborative: "it's way more important that I 
know way more about their space than they do 
about mine, particularly with what's coming." 
For traditional rules-based surveillance, many 
firms had arrived at a workable equilibrium, with 
some successfully arguing that parameter-driven 
vendor systems did not meet the definition of a 
model at all, a classification that carried significant 
administrative benefits but required careful 
documentation to defend.
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The question of model classification emerged as 
strategically consequential. Firms that had avoided 
model designation for rules-based surveillance 
found themselves with meaningfully greater 
operational flexibility, faster deployment cycles, 
lighter documentation burdens, and fewer resource 
constraints. Yet participants were clear that classification 
did not exempt programmes from rigorous controls. 
Input validation, output testing, threshold governance, 
and back-testing methodology remained baseline 
expectations regardless of whether a system was formally 
designated as a model. The practical challenge lay 
in defining materiality, determining which calibration 
changes, threshold adjustments, or new scenarios 
triggered formal MRM review. Firms described working 
through this iteratively, with thresholds of around 
20% change in alert output emerging as a common 
benchmark, though no single standard had taken hold 
across the industry.

AI is beginning to fundamentally alter this picture, and 
participants were candid about the governance friction 
it had introduced. Where rules-based systems produced 
deterministic outputs that MRM teams could test and 
validate in familiar ways, AI and Large Language Model 
(LLM)-based tools introduced probabilistic outputs, model 
sensitivity to input phrasing, and a transparency problem 
that neither firms nor their validators had fully resolved. 
Vendors came under scrutiny for operating as black 
boxes, unwilling or unable to provide the documentation, 
training data transparency, and explainability that MRM 
processes required. Participants were direct about the 
implications: "if you don't build that expertise within your 
team, you're in real trouble." 

The most constructive framing to emerge was treating 
MRM not as a gatekeeper but as a service provider, 
engaging them early, forecasting demands, and co-
developing governance frameworks that could scale as 
AI adoption accelerated. Regulators, meanwhile, were 
asking first-order questions, are you using AI, and how do 
you know it works, signalling that the bar for explainability 
and defensibility was rising, even if the precise standard 
remained in development.

https://www.1lod.com
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Participants agreed that communications surveillance was 
undergoing a structural shift, driven less by regulatory 
mandate than by the practical capabilities that AI was now 
making available. The most immediate change participants 
described was the transition from listening to reviewing, 
voice transcription tools converting analog calls to 
searchable, analysable text at scale, reducing reliance on 
direct call monitoring and enabling alert-based workflows 
that were faster, more targeted, and significantly more 
efficient. Beyond voice, the expansion of language coverage 
emerged as a concrete near-term gain: capabilities that were 
previously cost-prohibitive were becoming accessible, with 
off-the-shelf transcription tools reported to cover over 150 
languages. For firms that had historically taken a risk-based 
approach to non-English communications, monitoring core 
languages and accepting gaps elsewhere, this represented 
a material uplift in coverage without a proportionate increase 
in cost.

The more contested question was what comes next, 
and participants drew a clear distinction between AI that 
augments detection, and AI that begins to support or 
automate investigation and closure. Agentic processes, 
capable of traversing fragmented data sources, cross-
referencing trade activity, news flow, counterparty 
databases, and communication content to build a 
contextualised picture, were identified as the logical next 
evolution, though participants acknowledged that the 
infrastructure, governance, and cultural readiness required 
were still being developed. 

From Monitoring 
Conversations to 
Understanding Context



6 »   Surveillance Leaders' Network New York               Copyright 2026, 1LoD. All rights reserved www.1LoD.com

     Subscribe here      to receive new content  
  and event information 
directly to your inbox

The workforce implications were acknowledged 
directly: AI-driven efficiency would likely 
reduce the volume of L1 reviewers needed, 
while increasing demand for analysts capable 
of conducting more complex, cross-dataset 
investigations. As one participant noted, "there 
aren't enough L2 analysts to go around" and the 
competition for that profile of talent extended well 
beyond surveillance. The cost narrative was also 
complicated: while AI tools promised efficiency 
gains, firms were finding that better coverage 
generated more escalations, and that infrastructure 
investment, governance overhead, and the shift 
toward more skilled analyst profiles meant the net 
financial benefit was harder to demonstrate than 
senior management often expected.

Governance and regulatory dynamics ran through 
the discussion as a consistent undercurrent. 
Participants noted that US regulators, particularly 
the National Futures Association (NFA) and 
Financial Industry Regulatory Authority (FINRA), 
were engaging with AI in surveillance with genuine 
curiosity rather than scepticism, asking questions 
about what tools were being used, how they 
had been tested, and whether firms understood 
their outputs. The consensus was that regulatory 
examiners were broadly supportive of considered AI 
adoption, while remaining focused on programme 
robustness rather than structural prescriptions. 

New risks introduced by AI tools, including the 
potential for analysts to misuse co-pilot style 
tools to generate superficially convincing but 
substantively hollow alert closures, were seen as 
governance challenges as much as technical ones. 
The closing view was pragmatic: firms that moved 
methodically, starting with lower-risk use cases, 
building model risk management relationships early, 
and ensuring human oversight remained embedded 
in consequential decisions, were best positioned 
to capture the benefits of AI without creating new 
categories of exposure.

While AI tools promised 
efficiency gains, firms were 
finding that better coverage 
generated more escalations, and 
that infrastructure investment, 
governance overhead, and 
the shift toward more skilled 
analyst profiles meant the net 
financial benefit was harder 
to demonstrate than senior 
management often expected.

https://www.1lod.com
https://www.1lod.com/subscribe?RefID=report&utm_source=reports&utm_medium=reports&utm_campaign=subscribe&utm_content=webpage


Structure to Substance: How Surveillance is Evolving    » 7

This information was taken from the 
Surveillance Leaders' Network meeting 
in New York on 12 March 2026

Beyond the Line: 
What Really Drives 
Surveillance 
Effectiveness

The 1st line versus 2nd line question was treated 
less as a structural problem to be solved and more 
as a governance problem to be managed. Across 
the room there was meaningful variation, some firms 
had surveillance sitting firmly within compliance, 
others had embedded it directly within business 
lines, and several had arrived at hybrid models 
through experience and iteration. Rather than 
converging on a single preferred model, participants 
were broadly comfortable with the conclusion that 
no universally correct answer existed, and that 
chasing structural perfection was less productive 
than getting the governance foundations right. 

On the regulatory front, participants were aligned 
that US regulators had shown little interest 
in prescribing where surveillance should sit 
organisationally. What drives examiner confidence 
is programme robustness: the quality of written 
supervisory procedures, the demonstrable 
independence of escalation pathways, and a firm's 
ability to show that potential conflicts are identified, 
documented, and actively managed.

Cultural dynamics were repeatedly cited as the 
point where governance frameworks either held 
or failed. Where firm culture treated surveillance 
as a genuine control function rather than an 

administrative hurdle, collaboration across lines 
worked as intended and independence was real 
rather than nominal. Where it did not, teams grew 
reluctant to surface difficult findings regardless 
of what the governance documentation said. 
Surveillance effectiveness, participants agreed, 
ultimately depended on the willingness of 
trading desks and business leaders to engage 
constructively with oversight.

The value of former traders within surveillance 
teams was highlighted as both an asset and 
a tension. Experienced ex-traders brought an 
invaluable ability to challenge assumptions and 
contextualise activity "their knowledge and just the 
context and how to question things is invaluable" 
one participant remarked, yet their backgrounds 
could also breed higher risk appetite, with instinct 
inclining them toward dismissal in gray-area cases 
where surveillance discipline demanded escalation. 
The growing role of data-driven and statistical 
validation was seen as a useful corrective, shifting 
the basis for judgment from experience alone 
toward evidence.

Data quality emerged as equally consequential. 
Surveillance functions in the 2nd line frequently 
found themselves dependent on 1st line attestation 
for data they did not control, with one participant 
noting "there's a reliance on them, they own the 
data." AI's potential to bridge operational gaps was 
broadly anticipated, though participants noted that 
the same governance discipline required elsewhere 
applied equally here. The closing consensus tied 
these threads together: what determined whether a 
surveillance programme truly worked was not where 
it sat, but the integrity of its data, the depth of its 
expertise, and the cultural willingness to act on what 
it found.
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